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Connected/Smart Iglé%ical Devices
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® Connected devngé&é offer
tremendous petential to
improve heafthcare

&

e Securitg@ﬁf medical devices is
increasingly a critical concern
ameng all the healthcare
stakeholders
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Connected/Smart Device Security

& Historically meqqiﬁbél devices systems (and embedded
systems in gemeral) were not susceptible to remote
hacks and m%lware

® De*vlces lacked network connectivity

%@Secured by their physical locations

® Né?work access is now pervasive, and even Iegacy

\‘tlewces are being connected to the internet &
\\‘é{@ ‘x
® For medical devices, the threat of hackg@and 7 |
malware has significant concerns fogfaatlent health \\%NY
and costs of recalls X
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Impact of Device Reéalls oy
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® US FDA recallegaqﬂ-SOO 000 implantable pacemakers and \%E;/
cardiac deﬂbrﬁators due to security vulnerabilities Q@"’ -

.. Which cg«ﬁ:ld result in patient harm from rapid battery dep!et:ogbor
admfnfﬁrat;on of inappropriate pacing
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®C J,séctlng vulnerabilities requires physician visit for sg}ﬁware
ate or surgery to replace the device
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W\Potentlal overall cost of recall: $3 billion &
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® Recalls take time and patients are left wulnerable
O®0é0
L&

rﬂ‘-lp—--'qn:mu.q--
\ The MedTech Forum



Security Doesn’t Stop at Design
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Design for Securityﬁ’roactive and Reactive
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@ Security and pmgﬁcy threats must be addressed throughout the

&

product Ilfecytgele @@\

@ Security |s<§shared responsibility of device manufactures and
healthcaré providers

® Advocate that a fundamental requirement is to gﬂpport runtime
\‘*rmtlgatlon é@

@ Capable of identifying and safely recongﬁgurlng advice's
operation to mitigate vulnerabllltles &

® Ensurmg the continuity of life- crltmal operations and patient
privacy &



Autornated Threat Detecition
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Runtime Anomaly Détectlon

Q\‘O
@ Anomaly detect@h detects attempted hacks,
breaches, malware, etc., by continually
monltonng tife system execution

® Devlathﬁs between normal execution and
runtlrga@ behavior indicate potential threats

® Og&chlp hardware ensures efficiency (e.g.,
@M:. power overhead)
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Formal Runtime Se@urlty Models
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“ Formals modelggmcorporate both timing and
execution ord(e@rmg behaviors N

@ Embeddeqo%ystems software typically .
contam%bremse and well-defined timing

reqmgements
.v“"’Can be used to increase detection rate,
Q\«b@ accuracy, and speed of runtime threat » @egular event ® Triggered event
v detection # Branch event O  Pair event

%
v\\@ —— Sequential dependency

--- Triggering dependency
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Estlmatlng Threat P»fobablllty

start

;en:}_;:ﬁt ;[v';g;ricle} & RQﬁflme an(}maly detectlon Pacer Battery Communication
il @an isolate which components f rd t 0
M) 008 are affected = et [ [ o8
A 0 oS & ' Estimate the probability of a *Imeml _T
- wrI— w\‘\g threat affecting specific calculation |¢—
& software components, tasks, .
_Qfl1 rea él:{:lén:::k_size and appllcations I hc&? - lieti?;fi
Pgd, (M) =0.04 3
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id P - ¥ Average detection rate & ok L[ T
file_write greater than 95% \\@9 v } 17 Awium
[ VAI AVI || e
file_close ¥ Machine learning ylelds 44‘3% 1| Timer | | Timer | F¥ yerosojes
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Automated Runtime Mitigation
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Multi-modal Software Design
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Updgb@ operational mode

Designer specifies software
modes

Base mode (mode Ogﬁrovides
essential functlonajﬁy only

Risk-based mogh‘els enable
automated rpﬁlgatlon
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Adaptive Risk Models |«
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A Runtime Thrgﬁ‘iuDetectiun and Estimation y
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Secure
Middleware

Control access to critical SW/HW components

4+

Mitigation |4

[ Automated Mitigation and Secure Middleware l

Policies

%

Runtime Risk Assessment

Estimated Threat
Probabilities
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Concluding Remarks
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Security and prl\gﬁcy threats must be addressed throughout the
product Ilfecy@e

Security |s<§shared responsibility of device manufactures and
healthcaré providers

Autqmated runtime threat detection and mitigation is aoo ¢
fugﬁamental requirement for connected medical dewées
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