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HEALTHCARE
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Smiths	Medical	has	an	established	cyber	security	engineering	team	proactively	applying	both	Pre- and	
post	Market	Guidance	for	the	cybersecurity	of	medical	devices	as	encouraged	by	the	Cyber	Division	of	
the	FDA

Current	&	Future	State:
• Recruit	and	hired	internationally	recognized	white	hat	hacker
• Built	nationally	recognized	cyber	security	engineering	program	with:

• No	budget,	critical	thinking,	experience	and	will	to	succeed;
• FDA	Cyber	Directorate	requested	Smiths	Medical	leadership:

• Coordinated	Disclosure	TTX’s	in	Minneapolis	&	McClean,	VA
• Disclosed	Responsibly	10	CVEs	:

• Advisory	(ICSMA-16-306-01)
• Smiths	Medical	CADD-Solis	Medication	Safety	Software	Vulnerabilities
• Advisory	(ICSMA-17-250-02)	Smiths	Medical	Medfusion 4000	Wireless	Syringe	
Infusion	Pump	Vulnerabilities	(SEP	2017)

• Actively	assess	medical	devices	for	both	clinical	and	technological	cybersecurity	cyber	threats

Cybersecurity Engineering
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Medical	
Device	Cyber	
Security	
Maturity

https://krebsonsecurity.com/2015/04/whats-your-security-maturity-level/

21	MARCH	2016 13	JANUARY	2018
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https://media.licdn.com/mpr/mpr/AAEAAQAAAAAAAAoPAAAAJDE1MGNjZThhLTgwM2MtNGE5NS1iMDk
yLTA3YTc3OGUyZTg4OQ.jpg
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https://www.ic3.gov/media/2015/150910.aspx
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Adversaries	in	Cyber	Space	– A	Taxonomy

Cyber	Security	Engineering
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Worst	Case	Scenario….

Cyber	Security	Engineering

波音飛機被黑客入侵
Boeing	airplane	hacked	by	DHS…

What	if…

- HVP	onboard	aircraft	connected	to	
vulnerable	medical	device…

- Nation	State	Hacker	targets	HVP…
- Jumps	from	hacked	medical	device….
- To	Linux-based	inflight	entertainment	

system…
- Jumps	from	easily	compromised	inflight	

entertainment	system…
- To	aircraft	flight	controls…
- Controls	descent	of	aircraft…
- Augers	aircraft	into	metropolitan	CBD…
- Hacked	device	becomes	part	of	a	WMD
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https://medicaldialogues.in/indian-origin-doctor-warned-against-uk-health-service-cyber-hack/
http://www.intelligentedu.com/computer_security_for_everyone/18-threats-attacks-hackers-crackers.html

What	is	Security?

How	should	it	apply	to	
Medical	Device	
Manufacturers	(MDM)?

How	does	it	apply	to	
Healthcare	delivery	
Organisations	(HDO)?
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Ransomware
• WannaCry
• Petya/NotPetya

• Apply	common	cyber	security	engineering	best	
practices;

• Assume	any	connected	device	is	vulnerable;
• Become	a	hard	target	against	skilled	adversaries…
• Fundamental	situational	awareness….

http://time.com/4783910/why-a-global-cyber-crisis-stalled-this-time/
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http://www.hitachi.com/hirt/publications/hirt-pub17008/index.html
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http://blog.trendmicro.be/wp-content/uploads/2017/06/petya4.png

Petya/NotPetya
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Active	cyber	security	participation	from	
leadership…

From	statement	creation	to	publishing	on	
external	website	2	hours	–
Incredible	even	with	both	CEO	traveling,	no	
corporate	communications	staff	and	yours	truly	
enroute to	an	FDA	event
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Overwhelming	Guidance's	&	Standards…

https://www.assured.enterprises/nist-baldrige-cybersecurity-guidelines/
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Comparing	Medical	Device	Cybersecurity	
Requirements:

http://blog.cm-dm.com/post/2016/10/24/Cybersecurity-in-medical-devices-Part-1-Regulations
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• Directive	95/46/EC	of	the	European	Parliament	and	of	the	Council	of	24	
October	1995	on	the	protection	of	individuals	with	regard	to	the	processing	
of	personal	data	and	on	the	free	movement	of	such	data…

European	Union…Protection	of	Personal	Data

• General	Data	Protection Regulation	(GDPR)….

After	four	years	of	preparation	and	debate	the	GDPR	was finally	approved by	the	EU	Parliament	
on 14	April	2016.	It	will	enter	in	force	20	days	after	its	publication	in	the	EU	Official	Journal	and	will	
be	directly	application	in	all	members	states	two	years	after	this	date.	Enforcement	date: 25 May	
2018 - at	which	time	those	organizations	in	non-compliance will	face heavy	fines.

https://www.eugdpr.org/

https://www.lepide.com/infographics/gdpr-compliance-checklist.html
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• Applicable	Directives	– for	European	Medical	Industry	
• Council	Directive	93/42/EEC of	14	June	1993	concerning	medical	devices	
OJ	L	169	of	12	July	1993

European	Union	… Medical	Devices	Specific

https://ec.europa.eu/growth/sectors/medical-devices/guidance

http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CONSLEG:1993L0042:20071011:en:PDF

While	there	are	Euro	Commission	
directives…

Also,	ISO’s…

July	2012	EN	ISO	14971:2012,	Medical	
devices	— Application	of	risk	management	
to	medical	devices

American	Standards…

May	2016	 TIR57	“Principles	for	medical	
device	security	– Risk	management”
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US	Food	&	Drug	Administration	– Cyber	Division
a) Guidance	for	Industry,	FDA	Reviewers	and	Compliance	on	Off-The-Shelf	Software	Use	in	Medical	Devices,	U.S.	

Department	of	Health	and	Human	Services, Food	and	Drug	Administration,	Center	for	Devices	and	Radiological	
Health,	Office	of	Compliance,	Office	of	Device	Evaluation	issued	September	9,	1999	

b) Guidance	for	Industry	Cybersecurity	for	Networked	Medical	Devices	Containing	Off-the-Shelf	(OTS)	Software	
issued	January	14,	2005

c) Medical	Device	Development	Tools,	Draft	Guidance,	Food	and	Drug	Administration	Staff	issued	14	November	
2013

d) Content	of	Premarket	Submissions	for	Management	of	Cybersecurity	in	Medical	Devices,	Guidance	for	Industry	
and	Food	and	Drug	Administration	Staff	issued	October	2,	2014

e) Infusion	Pumps	Total	Product	Life	Cycle	Guidance	for	Industry	and	FDA	Staff	issued	December	2,	2014
f) Postmarket Management	of	Cybersecurity	in	Medical	Devices,	Draft	Guidance	for	Industry	and	Food	and	Drug	

Administration	Staff	issued	on	January	22,	2016
g) Updated	recommendations	on	submitting	a	new	510(k)	for	device	modifications	August	5,	2016
h) Deciding	When	to	Submit	a	510	K	for	a	software	change	to	an	existing	device	issued	August	8,	2016
i) Postmarket	Management	of	Cybersecurity	in	Medical	Devices	Guidance	for	Industry	and	Food	and	Drug	

Administration	Staff	Document	issued	on	December	28,	2016.
j) Deciding	When	to	Submit	a	510(k)	for	a	Change	to	an	Existing	Device,	Guidance	for	Industry	and	Food	and	Drug	

Administration	Staff	Document	issued	on	October	25,	2017
k) Deciding	When	to	Submit	a	510(k)	for	a	Software	Change	to	an	Existing	Device,	Guidance	for	Industry	and	Food	

and	Drug	Administration	Staff	Document	issued	on	October	25,	2017

20
18

 ©
 The

 M
ed

Te
ch

 F
or

um
. A

ll r
igh

ts 
re

se
rve

d -
 R

ep
ro

du
cti

on
 in

 w
ho

le 
or

 in
 pa

rt 
is 

pr
oh

ibi
ted

.

20
18

 ©
 The

 M
ed

Te
ch

 F
or

um
. A

ll r
igh

ts 
re

se
rve

d -
 R

ep
ro

du
cti

on
 in

 w
ho

le 
or

 in
 pa

rt 
is 

pr
oh

ibi
ted

.

20
18

 ©
 The

 M
ed

Te
ch

 F
or

um
. A

ll r
igh

ts 
re

se
rve

d -
 R

ep
ro

du
cti

on
 in

 w
ho

le 
or

 in
 pa

rt 
is 

pr
oh

ibi
ted

.

20
18

 ©
 The

 M
ed

Te
ch

 F
or

um
. A

ll r
igh

ts 
re

se
rve

d -
 R

ep
ro

du
cti

on
 in

 w
ho

le 
or

 in
 pa

rt 
is 

pr
oh

ibi
ted

.

20
18

 ©
 The

 M
ed

Te
ch

 F
or

um
. A

ll r
igh

ts 
re

se
rve

d -
 R

ep
ro

du
cti

on
 in

 w
ho

le 
or

 in
 pa

rt 
is 

pr
oh

ibi
ted

.

20
18

 ©
 The

 M
ed

Te
ch

 F
or

um
. A

ll r
igh

ts 
re

se
rve

d -
 R

ep
ro

du
cti

on
 in

 w
ho

le 
or

 in
 pa

rt 
is 

pr
oh

ibi
ted

.

20
18

 ©
 The

 M
ed

Te
ch

 F
or

um
. A

ll r
igh

ts 
re

se
rve

d -
 R

ep
ro

du
cti

on
 in

 w
ho

le 
or

 in
 pa

rt 
is 

pr
oh

ibi
ted

.

20
18

 ©
 The

 M
ed

Te
ch

 F
or

um
. A

ll r
igh

ts 
re

se
rve

d -
 R

ep
ro

du
cti

on
 in

 w
ho

le 
or

 in
 pa

rt 
is 

pr
oh

ibi
ted

.

20
18

 ©
 The

 M
ed

Te
ch

 F
or

um
. A

ll r
igh

ts 
re

se
rve

d -
 R

ep
ro

du
cti

on
 in

 w
ho

le 
or

 in
 pa

rt 
is 

pr
oh

ibi
ted

.



US	Food	&	Drug	Administration	– Cyber	Division
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THE	FUTURE	OF	CYBER	WARFARE	IN	HEALTHCARE
• Global	environment	is	very	asymmetric	&	challenging…
• Medical	devices	considered	part	of	IoT…why	is	this	
important?

• IoT	considered	part	of	Critical	Infrastructure	
Protection…by	EU	&	many	nations

• Vulnerable	medical	devices	=	IoT…Leading	to	national	
security	threats	…
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Healthcare	Delivery	Cyber	Security	Leadership	Actions

Wireless	infusion	pump	ecosystems,	if	not	secured	properly,	can	possibly	
contribute	to	the	following	HDO	cyber	risks;

• access	by	malicious	actors	
• loss	or	corruption	of	enterprise	information	and	patient	data	and	health	

record	
• a	breach	of	protected	health	information
• loss	or	disruption	of	healthcare	services	via	ransomware	

o (e.g.;	WannaCry &	Petya)	or	other	known	common	vulnerabilities	&	
exploits	(CVE)

• damage	to	an	organization’s	reputation,	productivity,	and	bottom-line	
revenue

Sky	is	not	falling….or	has	it	already	fallen….?

20
18

 ©
 The

 M
ed

Te
ch

 F
or

um
. A

ll r
igh

ts 
re

se
rve

d -
 R

ep
ro

du
cti

on
 in

 w
ho

le 
or

 in
 pa

rt 
is 

pr
oh

ibi
ted

.

20
18

 ©
 The

 M
ed

Te
ch

 F
or

um
. A

ll r
igh

ts 
re

se
rve

d -
 R

ep
ro

du
cti

on
 in

 w
ho

le 
or

 in
 pa

rt 
is 

pr
oh

ibi
ted

.

20
18

 ©
 The

 M
ed

Te
ch

 F
or

um
. A

ll r
igh

ts 
re

se
rve

d -
 R

ep
ro

du
cti

on
 in

 w
ho

le 
or

 in
 pa

rt 
is 

pr
oh

ibi
ted

.

20
18

 ©
 The

 M
ed

Te
ch

 F
or

um
. A

ll r
igh

ts 
re

se
rve

d -
 R

ep
ro

du
cti

on
 in

 w
ho

le 
or

 in
 pa

rt 
is 

pr
oh

ibi
ted

.

20
18

 ©
 The

 M
ed

Te
ch

 F
or

um
. A

ll r
igh

ts 
re

se
rve

d -
 R

ep
ro

du
cti

on
 in

 w
ho

le 
or

 in
 pa

rt 
is 

pr
oh

ibi
ted

.

20
18

 ©
 The

 M
ed

Te
ch

 F
or

um
. A

ll r
igh

ts 
re

se
rve

d -
 R

ep
ro

du
cti

on
 in

 w
ho

le 
or

 in
 pa

rt 
is 

pr
oh

ibi
ted

.

20
18

 ©
 The

 M
ed

Te
ch

 F
or

um
. A

ll r
igh

ts 
re

se
rve

d -
 R

ep
ro

du
cti

on
 in

 w
ho

le 
or

 in
 pa

rt 
is 

pr
oh

ibi
ted

.

20
18

 ©
 The

 M
ed

Te
ch

 F
or

um
. A

ll r
igh

ts 
re

se
rve

d -
 R

ep
ro

du
cti

on
 in

 w
ho

le 
or

 in
 pa

rt 
is 

pr
oh

ibi
ted

.

20
18

 ©
 The

 M
ed

Te
ch

 F
or

um
. A

ll r
igh

ts 
re

se
rve

d -
 R

ep
ro

du
cti

on
 in

 w
ho

le 
or

 in
 pa

rt 
is 

pr
oh

ibi
ted

.



Medical	Device	Threat	Vectors

Data Device Network
No	Data	Backup Insecure	Configurations Insecure	Network	

Configurations

No	Data	Integrity Hardcoded	Passwords Insufficient	Firewall	Rules

No Data	Validation No	Tamper	Detection Unencrypted	Network	
Communication

Weak	Authentication Insufficient	Patching Lack	of	Segmentation

Weak	Authorization Legacy	Operating	Systems Lack	of	Segregation

No	Anti-Virus	Protection

Weak/Insufficient	Access	
Control

Indefensible BIOS

Minimal	to	Zero	Logging
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HEALTHCARE ALREADY	INVOLVED	IN	FUTURE	CYBER	
WARFARE

• Strategic	&	Tactical	Challenges…

• Medical	Devices	are	considered	vulnerable	IoT	devices
• Delayed	threat	intel	sharing	-
• Medical	Device	Manufacturers	slow	to	implement	cyber	security	engineering	– 2	years	

NEW	in	most	cases
• HealthCare	data	breaches	costly	cybercrime	– Current	annual	sunk	cost	$	7.3BN	Euros
• HealthCare	records	very	valuable	to	cyber	criminals,	more	so	than	personal	financial	data
• Ransomware	clear	and	present	danger	–

• WannaCry,	NotPetya

• Nation	States	– Democratic	People’s	Republic	of	Korea	motivated	to	infect	IoT	via	
ransomware20
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HEALTHCARE CYBER	WARFARE	vs	MEDICAL	DEVICE	MANUFACTURERS

PATIENT	CARE	AND	PATIENT	SAFETY	MUST	BE	A	
SHARED	PRIORITY	OF	EFFORT!

• Different	expectations	force	cyber	security	change…

http://www.frost.com/c/10024/home.do

Our	Devices	
are	good	
enough…

Clinical	use	not	
cyber	use….
No	one	would	

use	our	
devices	for	
intentional	
harm…

Your	Devices	
are	perfect	for
Clinical	use…
Cyber	use….
Well,	we	need	
to	deliver	care	

not	
cybersecurityY
our devices	
could	be	used	
for	intentional	

harm…
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http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-30r1.pdf
https://csrc.nist.gov/publications/detail/sp/800-53/rev-5/draft
https://www.nist.gov/cyberframework/csf-reference-tool
https://nccoe.nist.gov/sites/default/files/library/sp1800/hit-infusion-pump-nist-sp1800-8-draft.pdf

Cybersecurity	Engineering	Tasks

FDA	Guidance	- Postmarket	Management	of	Cybersecurity	in	
Medical	Devices

NIST	Special	Publication	800-30	Risk	Management	Guide	for	
Information	Technology	Systems	Revision	1	2012	

NIST	SP	800-53	Rev.	5	(DRAFT) Security	and	Privacy	Controls	
for	Information	Systems	and	Organizations

Apply	NIST’s	Cybersecurity	Framework	(CSF)	Version	1.1	
(DRAFT)	&	NIST	Cybersecurity	Framework	(CSF)	Reference	
Tool

Member	of	National	Health	– Information	Sharing	and	
Analysis	Center	(NH-ISAC)

FDA	recommended	Vulnerability	&	
Coordinated//Responsible	Disclosure	Policies	

Participate	in	NIST	National	Cyber	Center	of	Excellence	
(NCCoE)	medical	infusion	pump	evaluation	program	–
NIST	SPECIAL	PUBLICATION	1800-8	Securing	Wireless	
Infusion	Pumps	In	Healthcare	Delivery	Organizations

Importance//Relevance

Begin	building	continuity	of	cybersecurity	engineering	
around	Smiths-Medical	infusion	pumps	in	accordance	with	
FDA	Draft	Guidance	– NOT	OPTIONAL

Medical	Infusion	Pump	Risk	&	Vulnerability	Assessments	-
Comprehensive	self	assessment	of	our	entire	medical	
infusion	pump	architecture	determining	known	cyber	
security	vulnerabilities	of	medical	infusion	pump	architecture	
… Through	tactical	cybersecurity	actions	identify	&	
understand	risks	

Map	NIST	Security	Controls	to	Device	Design	Controls,	
mitigate		known	vulnerabilities	in	order	to	proactively	
mitigate	ALL	cyber	risk	to	patients

Utilise crosswalk	functionality	of	NIST	CSF	Ref	Tool	mapping	
to	cybersecurity	engineering	standards

Achieve	collaborative	situational	awareness	of	cyber	security	
threats	directly	impacting	US	healthcare	community	–
actionable	cyber	intelligence	participation

Create	proactive	public	identification	and	handling	capability	
to	identify	cyber	risks	&	vulnerabilities	to	Smiths-Medical	
infusion	pumps	

Drive	&	participate	in	cyber	security	standards	in	wireless	
environments	for	medical	infusion	pumps
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Review	of	Smith’s	Medical	risk	assessments	
using	NIST	SP	800-57
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Review	of	Smith’s	Medical	risk	assessments	through	NIST	SP	800-30…
Strategic	&	tactical	components	of	our	risk	management	framework

http://broadleaf.com.au/wp-content/uploads/2014/05/2014-05-23-Managing-disruption-related-risk-
600x414.png
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How	we	conduct	risk	&	vulnerability	assessments	of	medical	
infusion	pumps

a. Identify	known	Common	Vulnerabilities	and	Exposures	(CVE)

b. Categorize	CVEs	by	technology	component

c. Identify	primary	&	secondary	compensating	controls

d. Assign	risk	evaluation	parameters…traditionally	the	5	x	5	matrix
i. Severity	(s)
ii. Probability	(p)

iii. Detection	(d)

e. Calculate	Risk	Probability	Number	(RPN)	for;
i. Primary	compensating	controls	– existing	designed	security
ii. Secondary	compensating	controls	– future	design	security	

f. Calculate	Common	Vulnerability	Score	based	upon	CVSS	version	
3.0	(2015)

https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
https://www.certsi.es/en/blog/cvss-3-en
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NIST	SP	800-30	Rev	1.0	2012

Adversary	Capability	Assessment	Reference	Tables

(a) CYBER	ADVERSARY	CAPABILITIES	&	CHARACTERISTICS
(b)	CYBER	ADVERSARY	INTENT	CHARACTERISTICS
(c)	CYBER	ADVERSARY	TARGETING	CHARACTERISTICS
(d)	RANGE	OF	EFFECTS	FOR	NON-ADVERSARIAL	THREAT	SOURCES

Adversary	Threat	Events	Reference	Tables

a) Threat	Events	(Characterized	by	Tactics,	Techniques/Technology	&	
Procedures/Protocols	- TTPs)

b) Description	of	Adversarial	Threat	Event

US	Government	Reference	Publication	for	these	threat	assessment	tables	is	provided	by	NIST	Special	
Publication	800-30	Guide	for	Conducting	Risk	Assessments.	
Available	@:	http://csrc.nist.gov/publications/nistpubs/800-30-rev1/sp800_30_r1.pdf
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Categories	of	Risk	Control

RISK - combination of probability of occurrence of harm & severity of harm
HAZARD - potential source of harm
HAZARDOUS SITUATION - circumstance in which people, property, or 
environment are exposed to one or more hazard(s)
HARM - physical injury or damage to the health of people, or damage to property 
or environment
SEVERITY - measure of possible consequences of a hazard
RISK ANALYSIS - systematic use of available information to identify hazards 
& estimate the risk
RISK ESTIMATION - process used to assign values to the probability of 
occurrence of harm & severity of that harm
RISK EVALUATION - process of comparing estimated risk vs. given risk 
criteria to determine acceptability of risk
RISK ASSESSMENT - overall process comprising a risk analysis and a risk 
evaluation
RISK CONTROL - process in which decisions are made and measures 
implemented by which risks are reduced to, or maintained within, specified levels
RESIDUAL RISK - risk remaining after risk control measures have been taken

https://blog.greenlight.guru/iso-14971-medical-device-risk-management
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Common	Vulnerability	Resources

Based	upon	named	examples	of	commonly	known	vulnerabilities,	
which	includes;

i. Vulnerabilities	with	exploits
ii. Cross	Site	Request	Forgery
iii. Sql injection
iv. Memory	corruption
v. Gain	Information
vi. Code	Execution
vii. File	Inclusion
viii. Cross	Site	Scripting
ix. HTTP	Response	Splitting
x. DOS	Attack
xi. Buffer	Overflows
xii. Gain	Privilege
xiii. Directory	Traversal
xiv. Bypass	‘something’

https://www.cvedetails.com/index.php
https://www.tenable.com/sc-dashboards/cvss-temporal-risk-heat-map
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Common	Vulnerability	Resources	– US	GOV

https://ics-cert.us-cert.gov/content/overview-cyber-vulnerabilities
https://www.us-cert.gov/related-resources
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Common	Vulnerability	Resources

https://www.owasp.org/images/3/3c/OWASP_Top_10_-_2017_Release_Candidate1_English.pdf
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ENDGAME….

http://www.hitachi.com/hirt/publications/hirt-pub17008/index.html

- Preventing	Harm	Patients	– Most	
Important!
- Deterring,	Preventing	more	Ransomware	

incidents	such	WannaCry or	
Petya/NotPetya

- Designing	cyber	security	into	medical	
devices,	not	as	an	afterthought…

- Desired	Future	State…

- Teach,	mentor	&	Encourage	smaller	
manufacturers;

- More	active	participation	by	all	of	
Smiths	Medical;

- Desire	for	an	FDA	Cyber	assist	visit…
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Thank you

Bill	Hagestad,	

Senior	Principal	Cyber	
Security	Engineering

Questions / Feedback?
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