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Cybersecurity Engineering Q&

c§

Smiths Medical has an establlslge% cyber security engineering team proactively applying both Pre- and
post Market Guidance for th\@‘\cybersecurlty of medical devices as encouraged by the Cyber Division of

the FDA Q@6°
< &
Current & Future S;a?e @Q’@
* Recruit aa?? hired internationally recognized white hat hacker &%
&
* Built (xé‘tlonally recognized cyber security engineering program with: .QQ"”
#No budget, critical thinking, experience and will to succeed; \60*
Qo‘ * FDA Cyber Directorate requested Smiths Medical leadership: RN
6@0 * Coordinated Disclosure TTX’s in Minneapolis & McClean, VA ;\\06‘0
N * Disclosed Responsibly 10 CVEs : N
& « Advisory (ICSMA-16-306-01) QQ,Q*
(19'3’ * Smiths Medical CADD-Solis Medication Safety Software Vulgerabilities
* Advisory (ICSMA-17-250-02) Smiths Medical Medfusionﬁél» 00 Wireless Syringe
Infusion Pump Vulnerabilities (SEP 2017) ,go'@
o
» Actively assess medical devices for both clinical and techgg&ggical cybersecurity cyber threats
o
@Q’S\@
N
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Reactive

Device Cyber
Security

= Lack of Executive
support

* Underfunded

* Understaffed

* Lack of metrics for
reporting

* Set up for failure

Maturity

https://krebsonsecurity.com/2015/04/whats-your-security-maturity-level/

Blocking & Compliance
Tackling Driven

Risk-Based IS4
Approach.

\&
* Multi-layer
security @nd risk-

* Control-based
security approach

« Align to mandatory baseg\d%proach
regulations . Uso'@g behavior
« EU/PII Data alytics and

protection Levaluating new
* FFIEC C\ob technologies

%) f tl
* HIPAA & LfE:}Jen y :
) multiple disciplines
- PCI S
* NCUA
QO

&

%)
0@
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History of Cyber Warfare
S
N
®c§
S
Q\‘Q
1982 1983 1984 1985 .3986 1987 1988 1989 1990 1991 1992 1993 1994 1995 1996 1997
L] ol 198—— I 1
) O £ H : H
First 60 First First Air Force Pentagon
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Q_@ Warfare S
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& <
1998 ;jsg 2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 (\'\Q’
[ i () TS T T T T T o
R o3
: . . ¥ ! 3 : N\
O&ration Chinese Estonian :i Stuxnet ! y.s. Chamber o
o@Solar Data Exfiltration CyberWar O of Commerce O\e'
o Sunrise : : Hood Attacks \éo
& Storm  Pentagon : U.S. Drone: IR
K@ Worm : Security : Hack i P \:0(\
eb Breach \)c"}';
N\ iR o
&s{\@ Cyberspace as 3§ﬂ Hack &
© Warfare Domain ‘¢ SA At:tacks
© B
N 4 . : ‘
(‘[9 Botnet Operation (4:0 U.S. Banks
Attack Aurora %' Attacks
on Ebay @
@
&
Ghost&é} . Sony Playstation
\s | Breach
N
Sta(@OBank of Anonymous
é&ia Hacked Attacks
S
@0
N
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https://www.ic3.gov/media/2015/150910.aspx

} Public Service Announcement (@

FEDERA

September.10..2013

Alert Number
1-091015-PSA

Questions regarding this PSA
should be directed to your local
FBI Field Office.

Local Field Office Locations:
www.fbi.gov/contact-us/field

video monitors used in nursery and daycare @tings
| Medica! devices, such as wireless heart m@tors or insulin dispensers
)

AN

L BUREAU OF INVESTIGATION

INTERNET OF THINGS POSES OPPORTUNITIES FOR CYBER
CRIME

The Internet of Things (IoT) refers to any object or device which connects to
the Internet to automatically send and/or receive data.

As more businesses and homeowners use web-connected devices to enhance q
company efficiency or lifestyle conveniences, their connection to the Internet Q\
also increases the target space for malicious cyber actors. Similar to other . &
computing devices, like computers or Smartphones, IoT devices also pose(\,
security risks to consumers. The FBI is warning companies and the gen

public to be aware of 10T vulnerabilities cybercriminals could exploit,. offers

some tips on mitigating those cyber threats. O&
What are some loT devices? o\e
O
« Automated devices which remotely or automaticalli\aéjust lighting or
HVAC N\

« Security systems, such as security alarms or V\b% cameras, including

Thermostats &
Wearables, such as fitness devices @Q
Lighting modules which activate o@'eactivate lights

Smart appliances, such as smagt fefrigerators and TVs
Office equipment, such as pri S

Entertainment devices to rol music or television from a mobile
device )

« Fuel monitoring systegﬁg'

X
How do loT devices cg@;t?
<

IoT devices connexﬁ\rough computer networks to exchange data with the
operator, busing, , manufacturers, and other connected devices, mainly
without requi( human interaction.

What are QeoloT Risks?

Defi 'éf‘(;ecurity capabilities and difficulties for patching vulnerabilities in
theég devices, as well as a lack of consumer security awareness, provide cyber
%@brs with opportunities to exploit these devices. Criminals can use these
pportunities to remotely facilitate attacks on other systems, send malicious

N and spam e-mails, steal personal information, or interfere with physical safety.

’ A MetTech Lurepe averh
o
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Cyber Security Engineering

dversaries in Cyber space — A Taxonomy

S S wodition

associated compromise capabilities. &

O

L AN

Nation State Cyber Capabilities & Mot@:
1) Islamic Republic of Iran: Hackers

3) Russian Federation:
law enforcement eﬁq@? and countering external threats to the State using military cyber capabilities.
@

Economic, Military,
National Secrets, Political

Commercial Enterprises,
Intelligence, National Defense,

Nation States ~ Peace Time

Cyber Adversary Situational Awareness: Nefarioug}%ber adversaries who are likely to target Smiths-Medical products and services consist of various groups. The
Adsversary Taxonomy below details the various.hh‘?eat actor groups, motives, most probable & possible targetrs of opportunity, their cyber attack methodologies and

state sponsored, very nationalistic, and overall very dangerous and destructive in their targeting and capabilities.

2) People’s Republic of China (PRER Hackers are both state sponsored and criminal. Generally Chinese hackers are always very nationalistic. Their capabilities are stealthy,
effective and enduring. ChlnengTackers will most likely target intellectual property, operational procedures, prodcut design files. Cyber espionage is their forte and they
are extremely effective. A bgbgeoning cyber criminal capability exists and is also a clear and present danger to multi-national enterprises.

ers are primarily criminal, although the State will use these hacking capabilities for the projection of force in conjunction with internal Russian,

Military & Intel specific cyber

)
Asymmetri%&e of the cyber

i doctring, hacktivists domai@‘?hort of kinetic
Governments, National O
Commercial Enterprises, QO(\
' o 5 Intelligence, National Defense, | Military & Intel specific cyber | , &ymmetric use of the cyber
Economic, Military, Political > e = e )
Governments, National doctrine, hacktivists Q@ domain including kinetic
Infrastructure Qg’
il Infrastructure, Extortion and Combination of advadxed A developing amd emergeing
Political Processes persistent threaéﬁAPT) threat since 2012
)
minals — Grey & Black Exploits, Mal Se Botnets,
= Financial Intellectual Gropesty Thedt, P \ﬁ’fa ' Cell-based structure as an APT
Markets Fraud, Theft, Scams, Hijacked WOS@\ Trojans
<5
| L ) ) Network & Computer Use &R3bove with distinct i )
Criminal Organizations — RBN Financial Resources, Cyber Crime for Hire (\)((\. Slanhing Highly professional, dangerous
)
Financial
L , intellectual Property Theft, &
Rogue Organizations — Anonymous, Military, Organic hacking capabilities )
y Direct & Indirect pressurt Organized yet de-centralized
LulzSec National Secrets, Political unsurpassed
i OGA Resources
Noteriety ()
L&
@ A MatTech Lurepe avert
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Worst Case Scenano..

© iMEDS i
n = (ﬁ E

e°
o

K E R REAR (5\“

RRERENRAGEREE ?&%Jﬁ&i@
O
2015-05-18 08:57:00 R O BH QQ m
Q.

[EpERATAEHT R E-smmaﬁsmmaﬁﬁ. R CHUALRNG? HICNNIS
HAfOH . — AR min XE RSHEGRIN, S RBAMIEA N5 BEA
%, FETRTRWT WIE. @ 4

& 1,

AR, PR AR LY MR R, IEARMREN WETR
fRHE, ﬁ@ﬁ%&%’tﬁﬁj@%)\ﬁE’ﬁii&Hi-‘ﬁQﬁ‘ﬂﬁjFBH‘?ﬁi. EAGES Ve £
#h, (EFBIAYIERGHTEGD B HECHI 2011 22014 B S BN RBLAEUR R H1S
£2000 HHETES, NUEARBIAZ . o LU ARKEF RIRE, WHREEH k5L
R EFHRS. Qﬁ%tﬁ’*’ﬁ PlARFLE RIS, B0 WL 75 &
franfer. g@%mm P A GOR(ERE R AR AR Bl RBLBC M AU

TR > B8 > fSHX > EX

a%m/\ IR R RS GBS, TRBANSRAS
QST 1, R 2 T AR
© Wi Bk, FBITR TS RA GRS, T AR DA A 4 2
Q’\q’ A GHATRABURARE, RGBSR RS A SRS, &
V' gmrases.

Ve 2 BRI £ KLY ENIE, FOREIABURAS S CHLRAL
FIRERAMRM". BAWEIR, B WA IE— R R, WA iy REEA
S¥F, KB &7 REALZHLAECE. %A H i Een s, A,
WU v BT RN, FE CGREHRID R ORELEREE—1MEB,
EeAE], RGP G AL AR RS, SO R LAY R SR
LA

Cyber Security Engineering

R
“ O\
\

Boeing airplane hacked by DHS...

What if...

.,\@é’
®
HVP onboard aircraft connected to .@Q*O
vulnerable medical device... ,\(\Q{b(\
Nation State Hacker targets HVP... O\eé
Jumps from hacked medical device¢°
To Linux-based inflight entertamgﬁent
system... 0Q«°
Jumps from easily compromised inflight
entertainment system
To aircraft flight cong&%ls
Controls descent @f aircraft...
Augers alrcrafgd?]to metropolitan CBD...
Hacked de;gp?e becomes part of a WMD
&
© —
8" X The MedTech Forum



What is Security?

How should it apply to boo

SECURITY

| }

Medical Device ~ «°

TYPES OF SECURITY TARGET OF ATTACKS SECURITY MECHANISM

Manufacturers (I\éISIVI)?
¢
N
How does |t@$ply to
Healthca&é delivery
Orgar@étlons (HDO)?

https://medicaldialogues.in/indian-origin-doctor-warned-against-uk-health-service-cyber-hack/
http://www.intelligentedu.com/computer_security_for_everyone/18-threats-attacks-hackers-crackers.html

Confidentiality
+

Integrity

- HARDWARE |
\\“
Physical Hardware 0
(Physical nccess@curlty
Emanation

\u
O softw are
(Password, backup)

Software and
Information

Encryption
(Password, Firewall,
anti-virus)

— ADMINISTRATION |

Personnel

Rules, Education &
Training

Operation

\_/\—/\—/ \_/0

0
X
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WannaCry

Ransomware Attack

1$38u
‘SS$$S$3S
53888
$55#

';'2 :Fﬁ"éml'\‘;iedTech Forum
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— HARDEST HIT BY .
\ WANNACRY INFECTIONS o

Ranso mwaﬁé g =
600 : : l

f WannaCry‘ W o f

. Petyadéﬁl otPetya X S
\\‘\ O@“
QO‘O& so\@
. . . &
&é"’& * Apply common cyber security engineering best boci“"o
&° practices, QQQ«O
S * Assume any connected device is vulnerable,é
* Become a hard target against skilled advgﬁéarles
\‘\
* Fundamental situational awareness... <"
O
/\053
@0 http://time.com/4783910/why-a-global-cyber-crisis-stalled-this-time,
&
,\q,@
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(1) Initial beacon (kill switch)

www.iugerfsodp9ifiaposdithuos

K urijffaewrwerqwea.cam and etc

mssecsve.exe |

‘
\

(3) Diffusion w_ﬁ.;_ulﬂi@i!iﬂatsm&{
activities | + Set up SMB connection O

+ Probe for M517-010 (O

' (2) Dropperactivities | *Prepare payload

T Prober for Double@isar
\ + Execute Eailogs

S tasksche.exe

<rnrrynr files
Change filename extensions to WNCRY.
Display a ransom dialog box, etc.

http://www.hitachi.com/hirt/publications/hirt-pub17008/index.html

0 Wona Docrypti 20

Qoops, your files have been encrypted!

‘What Happened (o My
Your zuportant Bles sre ene
Many of your docurnents,

Jompuler?

o longer sccesskle because they
your Bles, but do not wasts your
@ raised on
141970 09:00:00 % 700 €30 TeCover all
£ your fles for free
a2 your fles, you aeed to pay
the paymesz After that the pace wall be daubled

you won't be sble t5 recoves your Eles forever
'We wall have free events for users who are so poor that they coulda't pay in ¢ month

£ yous hawe nok €0 enoigh hne
Als0, if you dea't pay

Your files will be lost on

1/81970 09:00:00

L
How Do I Pay?

accepted = Bitcoin only. For more mformatson, chick <About bitco>

O
k the curvent price of Bacom » ticoms. For more mformaton, chek <How to buy . %Q
Time Left N\
And send the correct amount 10 the adde ed = thes wamdow.
ABec pour pagment, chek <Check Pagrn
Frdas

t tene to check 9 00am - 11:00am GMT from Mondy to

,’QO

(3)(c) WannaCry randomly probes IP addresses.
It attacks SMB vulnerabilities,

if it is able to establish a TCP connection

4
Ing@rted PC .
Q-b 168.20.161 (3)(b) WannaCry exploits the SMB1
vulnerability on operating PCs.

(i) ARP request

RS : - (i) ARP response”
; O (iii) Set up SMB1 connedtion : 3
‘ @ T / (iv) Exploit SMB1 vulnerabil ‘| 102.168.20.162
g e
[ 192.168.20.0/24
N ’
(@)

/ (3)(a) WannaCry probes within the same network.
V. arp 192.168.20.1
arp 192.168.20.2

D arp 192.168.20.254

A MasTech Turope evarh

';’( The MedTech Forum
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You became victim of the PETYA RANSOMWARE!

The hard disks of your computer have been encrypted with an military grade
encryption algorithm. There is no way to restore your data without a special
key. You can purchase this key on the xxxxxxx page shown in step 2.

To purchase your key and restore your data, please follow these easy steps:
1. Download the our Browser at «http://XxXxXxXxXXxx,xxx/»,
2. Vvisit one of the following pages with the our Browser:
http: / /0000000000 . XXX
http: / /3000000000000 . XXX
. Enter your personal decryption code there:

™ @
& -
-

A MasTech Bursze wvarh

'Q The MedTech Forum
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http://blog.trendmicro.be/wp-content/uploads/2017/06/petya4.png

&
(1) Execution via *60
PSEXESVC.EXE Q
N
Execution via Drop file encryptor MBR modification After reboofpstiow
[ x| rundli32.exe (under Windows folder) ransz ote
psexesvc.exe OK
&
Encryptor e K\

(2) Arrives via
Eternal Blue
% i rundli32.exe

Ms1 7-01 0
Via Isass.exe

(2

3

harddtskmd@)

ransom note
> a

Q &

© P,
S ')’( The MedTech Forum
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Active cyber securitx@eé?rticipation from
leadership

From staterpent creation to publishing on
external yWebsite 2 hours —

IncrthbYe even with both CEO traveling, no
coq@rate communications staff and yours truly
ghroute to an FDA event

smLths meo

Start your search.

Q E a DROCHURE BUILDER 0] [

PRODUCTS REA OF CARE BRANDS RESOURCE CENTRR COMPANY INFORMATION

WannaCry Malware Infection & Outbreak Statement

CONTACTUS
for morz information

May 17,2007

VEI. Mll h)\E S&ﬂ aver the weekand the extensive cyberattack known as the Wannalry
tion 2nd outhreak that impacted healthezre organiations, fiazncial
ot o vt glehally.

The Smitks Medical Cyber Security hwmeernu mn Qperations 1e:ms have been
mositorirg aur systens o any signs of the maltware malicious seftwars AQ
infactione; naindcators ef compromice or -m-m ummc nhave baon thus far N\
dizcoverad. In adeiton, wo are sducaling osr seftwars anginsaring teams, aad are workng

clozely wih aur information services to enaure ail necessery software pal(he' re a ploce
tG pretect our envirorment. Toour Seniths Medicel pr been

affecied by the WannaCry Naiware inecton 3nd outbreak.

Accsrding to Microzont this pr ither by attact in phistiio

s WEDSILES T SySUEr 2610 INVection™] o via anfecied system wet
expioits 3 valnerzbility in 3 Windews companest Lsed in 1he context of open fiia rares
olher sysiems fezchabie o6 he same network. Certain datals may be found on th

foilowing Microscét page:

hitps//Dlogs 2 sechined microseM.com/msre/2017/0% 12/cx stamer-guaance- for-
warnacrypt- stiacks/

Fer products ms(amu,(-nuu NETWOIK DONS 1398¢p, £45/1Cp or 3339k
expioitation exposure depends on "lk S2(urily measures within the network. |‘\ lfﬂe“ 0
Drotect 3 pIoUttfrom supioaiian it should be 1oated frem any lefected s

respactive netwark segmant [i.e. p-m x daplayad ia 3 natwark ssgmark
firewall cortrol blocking access to satwork parts 13/tcp, A45/tcp and 3289/vcp)

e

Itthe atava cannet be implemanted wa racommend the fallowing:

1 patient cataty ard traatrant is rot 3t risk, diceannact tha usinfectad praduct fram
the network and use ia stzndaione mode

Recontect the product oty efter e provided patch o femeaalion is insialed on the
st

%

In aaaition, Smiths Medical Cyder Security Enginesrirg recammends:
© Ensure you hive 2ppropriate DICKLPS NS sysTem restoration procagures
Far specilic patch end remiediation guidance informativn contact yeur lozal
Smihs Mecical salas or tachaica, reprasentstive
Use of Active Directory [AD
Use o' Managed Services Accounis withie A0
N2TWSIX Seletion 10r medical pumps and sofiwere apgications via:
= Virteel Local Ares Network [VLAN]
Metwork adérecs transiztian INAT]
Dynemic Host Corfiguration Pretocol IDHLF)
Use 07 Secule Secker Layer SSL] Certficates issued Iram auo

o

Sertificete Authorty [SAl NOT Ogen S5L within rour Mtﬂ:@ "
conrecting t our zoftwars 3ppliations
Us2 of 2048 bt encryption 23 minimum wumnneis\' rifcate

enviroament Q
The 5miths Medical Cyber Secunity Engineer |rmean§9n‘ 10 moaitor the
situztion and provide firther updates andir &

§

&

Slecerely,
Tl ==
chris Hoimes

President snd CEO
Smiths Nedical, ASD

0
@e’g\
«“0

(<o*

’ A MasTech Turope evarh
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Overwhelming Guidante's & Standards...

O{&
0\0
S
WADI NG\TI\-I ROUGH THE CYBERSECURITY CHAOS
&
é\)
Q@
<®" FERPA NYS-DFS &
> — S
DIECAP DIARMF MiFID GLBA s
i : : &
\?f SEC (\\o_,
\{§ R Cy - TS d V i QQ{b
; FISM. ~- Excellenca™sy B g o
- _ < : Framework . * : 9
& - Builder NIST L
6@ . NISTCSF é‘,\\o
@@e o «060
S NCUA - 12CFR IUSTEY COBIT*S o
5 '» Zeet 4 1soz7001/02
R . Practices &
HITRUST CF NASA OIG %@%
%
FDA - 21 CFR Part 11 PIA i~
A
6"?
&
Q0
&
()
\N
L&

. . oy e o ) q) ',‘ A MasTech Luroze evars
https://www.assured.enterprises/nist-baldrige-cybersecurity-guidelines/ N * The MedTech Forum
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Comparing Medical De
Requirements:

0 95/46/CE

http://blog.cm-dm.com/post/2016/10/24/Cybersecurity-in-medical-devices-Part-1-Regulations

o\

vice Cybersecurity

y The MedTech Forum



E

uropean Union...Prote€ction of Personal Data

* Directive 95/46/EC of theofuropean Parliament and of the Council of 24

October 1995 on the Qﬁ)tectlon of individuals with regard to the processing
of personal data andobn the free movement of such data...
* General Data Protectlgﬁ' Regulation (GDPR)....

& RS
> &
o 60‘\0
After four years gszreparatlon and debate the GDPR was finally approved by the EU Parliament <&
on 14 April 2%156 It will enter in force 20 days after its publication in the EU Official Journal and vgiﬂl
be dlrectly@bpllcatlon in all members states two years after this date. Enforcement date: 25 M%y
2018 - at)@/hlch time those organizations in non-compliance will face heavy fines. Qo\?)
S N
*Q
O = Council . .
4 \ t
F 0& P T Checklist for GDPR Cormpliance
o e . o
2,
,Q(‘ s Awarenessand Communication 5 o5 @ Analysis of Parsonal Data
@ - ST S8
Q'\(b ' P sbaut why you e colecting thedata. ’
v | Q‘ oo
e bt () s (B}
European C Separate negoti EP reaches Negotiations and Regulation Two years Regulation applies
publishes the within Council and agreement approval among the published in the Implementati jon from
legistative proposal European parfiament three institutions Official Journal phase
SPRING 27 APRIL 25 MAY

2014 2915 2016 2017 2018

https://www.eugdpr.org/ ,\Q) A MesTach Burape ove

"~ )
S N The MedTe
https://www.lepide.com/infographics/gdpr-compliance-checklist.html %

ch Forum
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European Union ... Me

i
@

Q Title
2.1 Scope, MEDDEV 2.1/1 (1@1‘(’8) Definitions of "medical devices”, “accessory” and
field of “manufacturerd,”
application, |April 1994@e
definition 5
MEDDEY.1/2 rev.2 (14 kB) Field of application of directive “active
impléfﬁ’able medical devices”
ARHl 1994
DDEV 2.1/2.1 (12 kB) Treatment of Computers Used to Program
& Implantable Pulse Generators
' | February 1998
<~ MEDDEV 2.1/3 rev.3 (183 kB) Borderline products, drug-delivery products
§ and medical devices incorporating,as integral part, an ancillary medicinal
ég substance or an ancillary human blood derivative
& December 2009
> MEDDEV 2.1/4 (21 kB) Interface with other directives - Medical
,QC‘ devices/directive89/336/EEC relating to electromagnetic compatibility and
© directive 89/686/EEC relating to personal protective equipment
r\(b March 1994
(19 For the relation between the MDD and directive 89/686/EEC concerning
personal protective equipment, please see the Commission services
interpretative document of 21 August 2009 (28 kB)
MEDDEV 2.1/5 (10 kB) Medical devices with a measuring function
June 1998
MEDDEV 2.1/6 (514 kB) Qualification and Classification of stand alone
software
July 2016
L&
©
https://ec.europa.eu/growth/sectors/medical-devices/guidance ,\Q)

http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CONSLEG:1993L0042:20071011:en:PDF

ical Devices Specific

Q
 Applicable Directives — fosEuropean Medical Industry

e Council Directive®9‘§\/42/EEC of 14 June 1993 concerning medical devices
OJ L 169 of 12\>¢Lﬁ|y 1993
S

6.
@
While there are Euro Commission 65\0
directives... <
(\'\%'
, @
Also, 1SO’s... o2
N\
&

@
July 2012 EN 1SO 14971:2012, M@@Tcal
devices — Application of risk rgahagement
to medical devices ,~\\0°
o

b\)

American Standards.eQ‘O
Q.

May 2016 TIRQJ?}\"Principles for medical
device secuﬁré@?— Risk management”

” A MasTech Tursze evert
=
®

xThe MedTech Forum
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US Food & Drug Ad@;ﬁ‘lstratlon — Cyber Division

o
a) Guidance for Industry, FDA Rewewed‘é and Compliance on Off-The-Shelf Software Use in Medical Devices, U.S.

Department of Health and Humaﬁ Services, Food and Drug Administration, Center for Devices and Radiological
Health, Office of Compllance (Offlce of Device Evaluation issued September 9, 1999

b) Guidance for Industry Cyb@i‘securlty for Networked Medical Devices Containing Off-the-Shelf (OTS) Software
issued January 14, 20052

c) Medical Device De\é@{opment Tools, Draft Guidance, Food and Drug Administration Staff issued 14 November \C{@G’
2013 6@,@ Q&\

d) Content of Prgharket Submissions for Management of Cybersecurity in Medical Devices, Guidance for Indtx@f"ry
and Food aaé?d Drug Administration Staff issued October 2, 2014 \QQ

e) Infusmgﬁumps Total Product Life Cycle Guidance for Industry and FDA Staff issued December 2, 201%0&

f) Poswﬁarket Management of Cybersecurity in Medical Devices, Draft Guidance for Industry and Foqﬁ and Drug
Qd?mmstratlon Staff issued on January 22, 2016

@G?deated recommendations on submitting a new 510(k) for device modifications August 5, %616
41@3’ Deciding When to Submit a 510 K for a software change to an existing device issued Au gs‘t 8, 2016
o i)  Postmarket Management of Cybersecurity in Medical Devices Guidance for Industry agr%Food and Drug
v Administration Staff Document issued on December 28, 2016.

j)  Deciding When to Submit a 510(k) for a Change to an Existing Device, Gwdance\Jbr Industry and Food and Drug

Administration Staff Document issued on October 25, 2017 \«9

k)  Deciding Whento Submit a 510(k) for a Software Change to an Existing D(g&ce Guidance for Industry and Food

and Drug Administration Staff Document issued on October 25, 2017 (<o*°
o
KD
@eb
© R
)(The MedTech Forum
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US Food & Drug Admististration — Cyber Division

&
N

O\l
Risk of Patient vss@“; Is the Risk Controlled
Harm? 6\><i~\°\ or Uncontrolled?
Qg’Q@ S
No$ p’ comaoueol lUNCONTROU-ED §®
& S
o . P
) ch ; Does the risk meet these criterfa?
K anges are routine 7
N updates and patches, 1. No Adverse Events §o\"’
/\eéf‘ devce cnfiancermentss 2. Remediation within Timg!\ine
& 3. Active Participant in |§§§
i K
K YES <& NO
S &
(%)
& M
: ust Report to
Not Required to \@“@ the FDK er
N
Report to the FDA | %
: N 21 CFR 806
&
@Q)
&
<b© e
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THE FUTURE OF CYBER WARFARE IN HEALTHCARE

* Global enwronmeﬁc is very asymmetric & challenging...

* Medical dewcaS con5|dered part of loT...why is this
|mportant?

* loT consﬁered part of Critical Infrastructure
Prote(&flon by EU & many nations ¢

)
@@ Qc}
«° &
&\ \<‘

< @@e\/ulnerable medical devices = |loT...Leading to ﬁ‘atlonal
»° security threats ..
Vv

N The MedTech Forum
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Healthcare Delivery Cytgzéf Security Leadership Actions

\0

Wireless mfusugﬁ pump ecosystems, if not secured properly, can possibly
contribute tee%he following HDO cyber risks;

06'
. aceéss by malicious actors &&\@
J%ss or corruption of enterprise information and patient data and health O
\%\& record O«\‘\Q
& ¢ abreach of protected health information §o\®
/@0«5‘ * |oss or disruption of healthcare services via ransomware R
@@6 o (e.g.; WannaCry & Petya) or other known common vuln%@%llltles &
@«*\"’ exploits (CVE) QQ,Q
(LQ'\“’ e damage to an organization’s reputation, productivity,@ca\dﬁd bottom-line
revenue &
N
Sky is not falling....or has it already faIIen.....
<<°‘°
@e’é\@o
N
©
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Medical Device Th regﬁ"\/ectors

Data

No Data Backup

S
No Data Integg’gwe
<

No Data Vq\h}ﬁation

?~
@6\

Wegd? Authentication
Weak Authorization

Insecure Configurations Insecure Network

Configurations IS
N

Hardcoded Passwords Insufficient Firewall Rules Q@‘\\
Unencrypted Network

Communication \00‘

Lack of Segmentaﬁon

No Tamper Detection

Insufficient Patching

Legacy Operating Systems Lack of Segr@gatlon
S
No Anti-Virus Protection &
(\\0
Weak/Insufficient Access &
<
Control &
Y§
Indefensible BIOS 0@6"
<
Minimal to Zero Loggings®
@06
&
® §{ The MedTech F
® T e it
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HEALTHCARE ALREADY INVOLVED IN FUTURE CYBER
WARFARE

» Strategic & Tactical Chagé‘nges

'50

&”o
K
* Medical Devgc/g"s are considered vulnerable |oT devices &oé’
O
* Delayed ttqf\eat intel sharing - &L

* Medi DeV|ce Manufacturers slow to implement cyber security engineering — 2 years &
NEW‘ln most cases

OlsS‘gaIthCare data breaches costly cybercrime — Current annual sunk cost S 7.3BN E
é“ HealthCare records very valuable to cyber criminals, more so than personal fmaﬁ\ual data

6 &
e& * Ransomware clear and present danger — &
\
©'<° *  WannaCry, NotPetya Q_GQ
(19'3’ * Nation States — Democratic People’s Republic of Korea motivated to i c(afect loT via
ransomware

'§’( :I""ﬁgﬁedTech Forum

bnnging HealthTech stakehelders together




HEALTHCARE CYBER WARFARE VS,M%DICAL DEVICE MANUFACTURERS
R

PATIENT CARE&A\ﬁD PATIENT SAFETY MUST BE A
SHOAﬁED PRIORITY OF EFFORT!

e Different eg_gﬁ%ctations force cyber security change...

Your Devices

i e > Ao oiins S (‘\ .
are perfect for | I ERSEEEEg == e e e e = e sur Devices
Network Endpoint Perimeter L Application ) are good

inie : LJ : J : LJ - ”
Clinical use... v Security = Security i Security The Security i Security i
enough...

Cyoer use.... N
Well, we need Clinical use not
cyber use....

to deliver care
not No one would
use our

; | &
cybersecurityY S _
X intentional

could be used
for intentional C
1
«“e’
©
\%

harm...
§; The MedTech F
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(19

Q>
Cybersecurity Engineering Tasks

FDA Guidance - Postmarket Manageme.Q\t‘g;c Cybersecurity in
N\

Medical Devices )
X

9
NIST Special Publication 800-30 %Esk Management Guide for
Information Technology Syste@r@@ReWsion 12012

>
)
NIST SP 800-53 Rev. 5 QRAFT) Security and Privacy Controls
for Information Systg&s and Organizations
%G

Apply NIST’s Cyb@\ecurity Framework (CSF) Version 1.1
(DRAFT) & leﬁ}Cybersecurity Framework (CSF) Reference
Tool N

<O : :
Membgey of National Health — Information Sharing and
Anégy%is Center (NH-ISAC)

é%A recommended Vulnerability &
@& Coordinated//Responsible Disclosure Policies

7’

Participate in NIST National Cyber Center of Excellence
(NCCoE) medical infusion pump evaluation program —
NIST SPECIAL PUBLICATION 1800-8 Securing Wireless
Infusion Pumps In Healthcare Delivery Organizations

http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-30r1.pdf
https://csrc.nist.gov/publications/detail /sp/800-53/rev-5/draft
https://www.nist.gov/cyberframework/csf-reference-tool
https://nccoe.nist.gov/sites/default/files/library/sp1800/hit-infusion-pump-nist-sp1800-8-draft.pdf

Importance//Relevance

Begin building continuity of cybersecurity engineering
around Smiths-Medical infusion pumps in accordance with
FDA Draft Guidance — NOT OPTIONAL

Medical Infusion Pump Risk & Vulnerability Assessments -
Comprehensive self assessment of our entire medical ..\@6’
infusion pump architecture determining known cyber 68\0
security vulnerabilities of medical infusion pump architect

... Through tactical cybersecurity actions identify & ,b(\\

understand risks {\Q

o
Map NIST Security Controls to Device Design Cog&rols,
mitigate known vulnerabilities in order to pradttively
mitigate ALL cyber risk to patients 0«\0

O

X3
Utilise crosswalk functionality of NIST§>§’F Ref Tool mapping
to cybersecurity engineering standg;&s

Achieve collaborative situationglfawareness of cyber security
threats directly impacting U@iﬁealthcare community —
actionable cyber intellige@@e participation

)

Create proactive pub@\ldentification and handling capability
to identify cyber r@s & vulnerabilities to Smiths-Medical
infusion pump&@'

Q
Drive & pagﬁ‘cipate in cyber security standards in wireless
environgﬁents for medical infusion pumps
@

Q

«“0
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Function
Unique
Identifier

Function

Category

Unique
Identifier

Category

ID.AM Asset Management
1D.BE Business Environment

Identify ID.GV Governance
ID.RA Risk Assessment
IDRM Risk Management Strategy
PRAC Access Control
PRAT Awareness and Training

Protect PRDS Data Security
PRIP Information Protection Processes and Procedures
PR.MA Maintenance
PRPT Protective Technology
DEAE Anomalies and Events

Detect DE.CM Security Continuous Monitoring
DE.DP Detection Processes (\\0
RS.RP Response Planning KQQ@
RS.CO Communications » Ep

Respond RSAN | Analysis O
RS.MI Mitigation V\\‘
RS.IM Improvements ‘((\'
RC.RP Recovery Planning év

Recover RC.IM Improvements (\‘(
RC.CO | Communications A@U

@QJ
(/]

@
©
N
S
Q
(\'\%'
Qfo
{\0
eo
N
&°
o’\(‘
,’QO
>

” A MasTech Tursze evert
=
®
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&
Review of Smith’s Medical risk assessments‘t%rough NIST SP 800-30...

Strategic & tactical components of our risk manager{@ﬁ framework
R

&

e
C’;htent
« Policy s@?emen:
* Sta ds
. (Qﬁelines!pmr_edures
-6ﬂ|sk Management Plans
@ Assurance Plans

<€— Tactical —>|

Strategic =

] Communicate & consult ]

Continual Improvement
Performance measures
Maturity evaluation
Assurance processes
Formal review
Revision

http://broadleaf.com.au/wp-content/uploads/2014/05/2014-05-23-Managing-disruption-related-risk-
600x414.png

p Capability
Strateglc = Training strategy
T » Stakeholder engagement strategy
* |nformation system S
Tactical * Measuring and reporting @
* RM Network éo
©
A
o ’I Establish the context ]“ ¥ Q’b
2 &
€3 (dentify the risks _|e—>{ 2 o o0
2 S &
«s__Analyse therisks _[¢| 3| €= Tactical —> £ &
2 = &
<—>| Evaluate the risks |-( » 5 @ &S
s obo
“_‘{ Treat the risks I*_’ QK
0 =
A [ Accountability (4@
Tactical * Governance Commi
* Executive level steghng group
* Manager, Risg} nagement
. . RMChameﬁ.
Strategic " Risk and C¥ntrol Owners
&
S
>
Q0
&
@@
N
@ h s
’ A MegTech Turepe v
O S

X
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How we conduct risk & \@\nerability assessments of medical
Q\‘Q

infusion pumps &
s

o
a. ldentify known Common Vulél@f‘abilities and Exposures (CVE)

b. Categorize CVEs by tecg\n%?ogy component

%
@
c. ldentify primary &;@Econdary compensating controls
O
2
d. ‘@%ign risk evaluation parameters...traditionally the 5 x 5 matrix
Rdl Severity (s)
(}\Q ii. Probability (p)
N Detection (d)
@0

,ei‘e Calculate Risk Probability Number (RPN) for;

,\‘b© i. Primary compensating controls — existing designed security
,19 ii. Secondary compensating controls —future design security
f. Calculate Common Vulnerability Score based upon CVSS version
3.0.(2015)

https://nvd:nist.gov/vuln-metrics/cvss/v3-calculator
https://www.certsi.es/en/blog/cvss-3-en

Acquired Privilege
Acquoived Privilege Layer

Internal Control Effectivensss

Finding Confldence

b 4

r ™

=TT
[ e e |
T
s o |

Base Group Metrics

Explotation Impact

D!plnment Scope

iemporal
Group
Metrics

CV5S 3.0. metrics

Likelihood of I*lsevvery

SA\ Prevalence

Environmental Group
Metrics

Confidentiality
Requirements
Requ

i
Integrity
iremnents

Aaillzbility
Requirements

Megdified Base
Metrics.

B A NesTech tuxvze wearh
-
’ =
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S
Adversary Capability Assessmeng\Reference Tables
P

(a) CYBER ADVERSARY CAP@B'ILITIES & CHARACTERISTICS

(b) CYBER ADVERSARY WTENT CHARACTERISTICS

(c) CYBER ADVERSAP{X‘%ARGETING CHARACTERISTICS

(d) RANGE OF EE\E\Q%TS FOR NON-ADVERSARIAL THREAT SOURCES

ks
Adversary '(.b?éat Events Reference Tables
)

a) Tl(égt Events (Characterized by Tactics, Techniques/Technology &
ocedures/Protocols - TTPs)
&&) Description of Adversarial Threat Event

®
N
Q,Q

US Government Reference Publication for these threat assessment tables is provided by NIST Special
Publication 800-30 Guide for Conducting Risk Assessments.
Available @: http://csrc.nist.gov/publications/nistpubs/800-30-rev1/sp800_30_r1.pdf

2012

Cyber Adversary Situational Awareness: Nefarious cyber sdversaries who are fikely to target Smiths-Medical products and services consist of various s.!he

Adsversary Taxonany below details the various threat actor groups, motives, mast probable & possible targetrs of oppartunity, their cyber attack

associated compromise capabilities.

Nation State Cyber Capabilities & Motives:

effective and enduring. Chinese hackers will most likely target

1) Istamic Republic of Iran: Hackers are state sponsored, very nationalistic, and averall very dangerous and destructive in their targeting
2) People's Republic of China [PRC): Hackers are both state sponsored and eriminl. Generally Chinese hackers ace always very nationa!

are effective. A cyber criminal cap

Economig, Military,

Nation states ~ Peace Time National secrets, Political

property,

Commercial Enterprises,
intelligence, National Defense,
Govermments, National

585,

MmGQ& tntel specific oyber
Q foctrine, hacktivists
A

Ze in conjunction vath internal Russian

0

pabilities.

tic® Their capabilities are stealthy,
, op p prodcut design files, Cyl plonage Is their forte and they

y exists and is also 3 clear and present danger to multi-national enfey

| 3) Russian Federation: Hackers are primarily criminal, although the State will use these hacking capabilities for the projection \é{
laws enforcement efforts and countening external threats to the State using military cyber capabilities.

Asymmetric use of the cyber
domain short of kinetic

Nation States ~ War Time Economic, Military, Political

Commercial Enterprises, \\
Intelligence, National Def&

Governments, Natj
mfras:rume,

N

Military & Intel specific cyber
dactrine, hacktivists

Asymmetric use of the cyber
domain including kinetic

Palitical

Infrastructure, on and.
Politjcal processes

= of

persistent threats (APT)

g amd
threat since 2012

Financial

intellegai Property Theft,

Fraghhert, Stams, Hijacked

Exploits, Malware Botnets,
Worms & Trojans

Cell-basad structure as an APT

twork & Computer
urces, Cyber Crime for Hire

Use of above with distinct
planning

Highly peofessional, dangerous

Financial

Rogue Organizations - Anonymous, Military,
LulzSec National Setrel\lel

notagely

\9\

Intellectual Property Theft,
Direct & Indirect pressure on
OGA Resources

Organic hacking capabilities
unsurpassed

Organized yet de-centralized

v)\
6\.
>

O,

X

A MasTech Turope evarh
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Categories of R

manage cybersecurity risk to systems, assats, data, and capabilities.
esources that support critical functions, and the related cybersecurity
risks enables an organization to nd prioritize its efforts, consistent with its risk management strategy and
business needs. Examples of e Car es within this Function Include: Asset Management; Business
Environment; Governance; %5 essm. nd Risk Management StrategyDevelop the organizational
uncerstanding to nanag@ybehec\.nty risk to systems, assets, data, and capabilities, Understanding the business
context, the resou lvmieht suppart critical functions, and the related cybersecurity risks enables an organization

Develop the organizational understandii

Understanding the business context,

to focus and prior its efforts, consistent with its risk management strategy and business neads. Examples of

outcome Cats Eé& within this Function incdlude: Asset Management; Business Environment; Governance; Risk
AS5E55Ment Risk Management Strategy

isk Control

&
Da, and implement the appropriate safeguards to ensure delivery of critical infrastructure services. The
T Kezt Function supports the ability to limit or contain the Impact of a potential cybersecurity event. Examples of
utcome Categories within this Function include: Access Control; Awareness and Training; Data Security;
Information Protection Processes and Procedures; Maintenance; and Protective Technology

Develop and implement the appropriate activities to identify the occurrence of a cybersecurity event. The Detect
Function enables timely discovery of cybersecurity events. Examples of outcome Categories within this Function
Include: Anomalles and Events; Sacurity Continuous Monitoring; and Detection Processes.

Develop and implement the appropriate activities to take action regarding a detected cybersecurity event. The
Respond Function supports the ability to contain the Impact of a potential cybersecurity event. Examples of
outcome Categories within this Function include: Response Planning; Communications; Analysis; Mitigation; and
Improvements.

Develop and implement the appropriate activities to maintain plans for resilience and to restore any capabilities
or services that were Impaired due to a cybersecurity event. The Recover Function supports timely recovery to
normal operations to reduce the impact from a cybersecurity event. Examples of outcome Categories within this
Function include: Recovery Planning; Improvements; and Communications.

https;//blog.greenlight.guru/iso-14971-medical-device-risk-management

RISK - combination of probability of occurrence of harm & severity of harm
HAZARD - potential source of harm
HAZARDOUS SITUATION - circumstance in which people, property, or ,\@6’

environment are exposed to one or more hazard(s) O
HARM - physical injury or damage to the health of people, or damage to@?operty
or environment (\\

SEVERITY - measure of possible consequences of a hazard Q'b

RISK ANALYSIS - systematic use of available information to {dgntlfy hazards
& estimate the risk

RISK ESTIMATION - process used to assign values to gt@probablhty of

occurrence of harm & severity of that harm Q&
RISK EVALUATION - process of comparing est@ed risk vs. given risk
criteria to determine acceptability of risk e

RISK ASSESSMENT - overall process com%ﬁ%mg a risk analysis and a risk
evaluation
RISK CONTROL - process in which dg¢isions are made and measures
implemented by which risks are red to, or maintained within, specified levels
RESIDUAL RISK - risk remaini{@after risk control measures have been taken
\9
o
0’6\
QO

A MasTech Turoze evan
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Common VulnerabilityResources

<
S

N
O
Based upon named examples ocf;\\oSmmonIy known vulnerabilities,

which includes; &
g
X
i. @6' Vulnerabilities with exploits
ii. & Cross Site Request Forgery
@G-’ .. .
i, &S Sql injection
& .
{\(9 Memory corruption
@ﬁl. Gain INFOrMATiC oves tompors ok st s - Lo ik ot st o
QO& Vi. Code Execution . A T S G S—
6(‘}\ vii. File Inclusion | —
oé viii Cross Site Scripf .. =1 = 1 - I = 1 -
®® iX. HTTP Response Lo
@&(\ X DOS Attack s.nL: - I —— T T
N Xi. Buffer Overflon =~ A

CVSS Ternporal Risk Heat Map - Higher Risk Metrics Host Count

Xii- Gain Privilege CERTETIIET T g T
Xiii. Directory Trave| _jﬁ-““-“
Xiv.

Bypass.‘someth

https://www.cvedetails.com/index.php
https://www.tenable.com/sc-dashboards/cvss-temporal-risk-heat-map

¥
&
A
AS
&
o2
N\
CVSS Tomporal Risk Heat Map « Lower Risk Motrics Winerabiity Count 0‘ o~

Officaal Fix Tomporary Fx Worky Unavaiabe

Ccvss romp.x.é@nom Map - Hagher Risk Metrics Vuinerabiiity Count

Official Fix Temporary Fix Workaround Unavafable Not Defined
e __J u |

a... | . ]
SR S T S TS
E=—ei=jeagtr—=Je—m =g o § o ]
ey s § ¢ N e ]
- N T T TS T
. ¥ o X o R 2 _§ 0 ]
- NS S T T T
v TR T S RS
. 1 o J o J 2 _J . |
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NO

Common Vulnerab

<&

ICS-CERT

INDUSTRIAL CONTROL SYSTEMS CYBER EMERGENCY RE: Q

ABOUT ICSIWG INFORMATION PRODUCTS TRAINING FAQ
N
g (%)
Control Systams 0vervle? of Cyber Vulnerabilities
<
Home systems are vulnerable to cyber attack from inside and outside the control system network, To understand the
. with control you must know the types of c s and
Calandar {}x the control system as well as have an wding of the how are using the system vulnerabilities to their
N 3¢ ge. This di jon provides a high level overview of these topics but does not discuss detalled exploits used by
- i v attackers o accompiish intrusion

Information Products O + Understanding Control Systam Cyber Vulnerabilities

O& « Access lo the Control System LAN
Tralning Q

+ Common Network Architectures
Dial-up Access to the RTUs

.

Rncommnndnd@@ﬁlul

—— « Vendor Support
(%) « IT Controfled Communication Gear
81%1 s & References « Corporate VPNs
@ﬂﬂ Sites « Database Links
@ + Poorly Configured Firewalis
FAQ

« Peer Utility Links

Discovery of the Process
Control of the Process

= Sending Commands Directly to the Data Acquisition Equipment
+ Exporting the HMI Screen

« Changing the Database

« Man-in-the-Middie Attacks

https://ics-cert.us-cert.gov/content/overview-cyber-vulnerabilities
https://www.us-cert.gov/related-resources

ABOUT US

US-CERT

UNTED STATES COMPUTER EMERGENCT READINESS TEAM Q

CARFERS  PUBLICATIONS  ALERTSANDTIPS  RELATED RESOURCES

US-CERT doss not endorse specnc orpanaticns.

Security Organizations

o DHS Gybon Resourcas

wum Tor Incident Resp

6iand Open 3

curty Program

o Organieaion of Econutmic Coopectlioe and Dave

Vuinerability information

» your

« Nahonal Vulnesatwity O &
Search U S, government vuinerats

e develdpers architects
iy {CERIAS

ources
s0arch and cevelopment

abon shanng for

nreat and Yuineeabdity Evaluation (OCTAVE,

o1t
utes 100l and technques of risi-based assessment and panning

’ A MetTech Lurepe averh
o
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Common Vulnerability Resources

OWASP

The Open Web Application Secunty Project

OWASP Top 16 - 2017 rcl

The Ten Most Critical Web Application Security Risks

RS
OWASP Top 10 — 2013 (Previous) OWASP Top 10 - 2017 (New) &60\

Al - Injection Al - Injection \@
A2 - Broken Authentication and Session Management A2 - Broken Authentication and Session Management (b(\
A3 - Cross-Site Scripting (XSS) A3 - Cross-Site Scripting (XSS) KQQ

A4 — Insecure Direct Object References - Merged with A7 A4 - Broken Access Control (Original category in 2003/20{60

AS - Security Misconfiguration A5 ~ Security Misconfiguration $‘QO

A6 ~ Sensitive Data Exposure A6 ~ Sensitive Data Exposure

A7 — Missing Function Level Access Control - Merged with A4 & A7 - Insufficient Attack Protection (NEWL\'O0

A8 - Cross-Site Request Forgery (CSRF) A8 ~ Cross-Site Request Forgery (CSFB)
A8 - Using Components with Known Vulnerabilities A8 - Using Components with Kr@n Vulnerabilities
A10 - Unvalidated Redirects and Forwards - Dropped A10 - Underprotected APls%Ew)
&
(%)
)
@
@
)
'\

vx\

<
https://Www.owasp.org/images/3/3c/OWASP_Top_10_-_2017_Release_Candidatel_English.pdf é

<0 P —
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ENDGAME....

@
&
N
N\
o
NS
&
&
)
06\‘
- Preventing Harm Pat&ﬁwts — Most

Important! <&

- Deterring, Prey.@ntmg more Ransomware
incidents sqéh WannaCry or
Petya/ Ng@etya

N

- Desig@i?\g cyber security into medical

ggg&es, not as an afterthought...
*Q
é\eo Desired Future State...

& - Teach, mentor & Encourage smaller
,\q)© manufacturers;
P - More active participation by all of

Smiths Medical;
- Desire for an FDA Cyber assist visit...

http://www.hitachi.com/hirt/publications/hirt-pub17008/index.html

@' Wana DecryptOr 2.0

Ooops, your files have been encrypted!

What Happened to My Computer?
Y our inportant Bles are encrypted. :\

Many of your documents, photos, vidzos, datzbases and other fles are no Jonge: ssible bzcause they
v ncrypted Maybe you are busy loolang for a way b recover auur&& bt do not waste your
tirrie, Mobody can recover pour Bles wahiout our decryplion service . (\

Payment will be raised on

1/4/1970 09:00:00
Time Left

Your files will be lost on ow Do 1 Pay?
1/8/1970 09:00:00 P epted n Bitcowm UE\J’Y. For e information, chcle <About bm;qu-.
2 cucrent prce of Bl imd tuy sorne icoins. For more wnformation, chick <How to buy
Time Left b

And @Gf;ddr erified in this window
Aﬁc: your paymert, click k Payment> Besttime to check: 9°00am - 11:00am GMT from Monday to

Can I Recover My Files? .

Sure. We guarancze that you can recover all your files safely ang®ely. Bus you have not so enough time.
o can decrypt some of your files for free Try now by cli Decrypt>

But if you want to deerppt all your files, you need to pay

Vou onfy have 3 days to submit the pagment After that nce will be dovbled

Also, if you don't pay i 7 days, you won't be zble ta et your Gles forever.
'We will have free events for users who are so p =y couldn't pay in 6 months

7’
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SsMths medulcad

bringing technology to life




